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Abstract

E-payment has gradually become the mainstream globally in recent years. However, the
security and anonymity of the traditional E-payment system are not perfectly guaranteed
with the emergence of the quantum computer. In this paper, an E-payment security evalu-
ation system based on quantum blind computing is proposed for evaluating the security of
network transactions. Unitary operations and four-qubit cluster state are applied in this sys-
tem to effectively defend against eavesdroppers. And a shared blind matrix used to encrypt
the security scores prevents the curious third-party payment platform from obtaining the
private data of users. Furthermore, our system guarantees that users cannot tamper with or
disguise their security scores during transactions. We demonstrate the correctness and secu-
rity of the system in detail and provide theoretical support for its extension to more types of
evaluation systems.

Keywords Quantum blind compute - Cluster state - Blind matrix - Security evaluate

1 Introduction

Many electronic payment systems based on blind computing have been proposed since
David Chaum [1]. And with the development of E-commerce, E-payment has become a
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mainstream payment method. However, the security of E-payment has not reached a per-
fect level. Various network attacks towards E-payment system occur from time to time,
which causes great economic losses to the users and damages the creditworthiness and
confidentiality of the third-party payment platforms [2—12]. To further strengthen the secu-
rity of E-payment, many optimization schemes that can resist modern information attacks
have been proposed [13-20]. Their schemes protect the security of transactions in three
stages: establishing a transaction, conducting a transaction, and ending the transaction. This
makes most of them have complex algorithms or extremely high costs. However, in recent
years, security is no longer the only requirement for E-payment, efficiency and conve-
nience have become increasingly important [21, 22]. So if an assessment scheme can be
proposed to evaluate the security of each transactions before payment, it will undoubtedly
greatly increase the security of transactions with minimal cost. In another way, it can be
used to optimize the complex schemes to reduce their costs. This method has been used by
many payment platforms. For example, Alipay, one of the most popular payment applica-
tion in China, will compare the personal common payment environment with the current
payment environment to evaluate the security of each transaction. It warns of unsafe trans-
actions and even closes them. This paper will focus on such scoring scheme, and propose
an E-payment security evaluation system to protect the privacy of users and the security of
transaction.

Our evaluation system is essentially a kind of quantum secure communication. Quantum
mechanics was first proposed for secure communication in [20]. The core of quantum secure
communication is quantum entanglement. As long as the two subsystems are in an entangled
state, no matter how far away the two systems are, they can not be regarded as mutually inde-
pendent. This phenomenon is called quantum mechanical nonlocality [23, 24]. In addition to
quantum secure communication, quantum mechanics has many important applications, such
as deterministic entanglement [25-29], high-capacity quantum communication [30-32],
and efficient quantum computation [33-35].

Apart from secure quantum channels supported by quantum entanglement, various quan-
tum cryptography protocols also further ensure the security of quantum communication,
such as QBC(Quantum Bit Commitment) and QKD(Quantum Key Distribution). In 1990,
Brassard et al. first proposed a quantum bit commitment scheme based on BB84 pro-
tocol, and declared that the scheme is unconditionally secure [36]. In recent years, the
QKD protocol which strengthens the BB84 protocol has gained popularity. QKD gener-
ates a shared random key for the communicating parties, which can be found once it is
monitored [37-39]. These quantum cryptography protocols guarantee that quantum com-
munication can resist the attack of QTM(Quantum Turing Machine) and PTM(Probabilistic
Turing Machine), which makes it a more secure communication mode than the tradi-
tional [40, 41]. Furthermore, the richer implementation of quantum gates [42-46] has
been widely studied in recent years, making these quantum cryptography protocols more
feasible.

Due to the detectability of eavesdropping and the better security of quantum cryptogra-
phy, we propose a new quantum evaluation system to further improve the security of modern
E-payment systems(shown in the Fig. 1).

Score transmission is the core of our system. The fairness, binding, untraceability, and
resistance of the scoring process are greatly guaranteed. That is to say:

1. Fairness. During the transaction, the payee and payer can not get the security score of
the other. This ensures that even if one party is dishonest, the other party’s private data
will not be disclosed.
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Fig.1 E-payment security evaluation system. The payment terminal (mobile phone or computer, etc.) of the
payer and payee will automatically determine the security score of the transaction according to the current
payment environment. And the third-party trading platform will combine the security scores of the two to
evaluate the security of the transaction and determine where the transaction will go

Binding. Once the security scoring process is over, the security score will be strictly tied
to each party respectively. It is impossible for either party to deny it when questioned.
Untraceability. The third-party payment platform can only obtain the sum of the secu-
rity scores of the two, so as to evaluate the security of the transaction. But it can never
get the specific security score of each person. This allows people to confidently hand
over their data to the platform without worrying about privacy leakage.

Resistance. If a third-party eavesdropper wants to steal data for sale, he will never make
it and every attempt he made will be discovered.

In this paper, we first construct a minimalist model with only one transaction, and then

extend it to the case of N transactions. According to the usual naming method, three partic-
ipants are named as Alice, Bob, and Trent. The basic assumption about the three of them
are as follows:

1.

Alice is the payee in the transaction. Considering that a payee will have more trans-
actions than a payer, we give her three security scores, namely O(unsafe), 1(medium),
2(safe). Before the scoring starts, Alice can share part of the blind matrix with Bob. But
after the scoring starts, in order to ensure privacy security, Alice can not communicate
with Bob anymore.

Bob is the payer in the transaction. He has only two security scores, namely O(unsafe),
1(safe). He can share the blind matrix before scoring, but cannot communicate with
others after it.

@ Springer



2760 International Journal of Theoretical Physics (2020) 59:2757-2772

3. Trent is the third-party trading platform, such as eBay, Amazon, Alipay, and so on.
He is semi-trusted, which means that he can know the total security score of the other
participants, but not the specific score of each person.

The scoring process of our system is shown in Fig. 2 : Firstly, the three generate a
shared blind matrix by quantum cryptography protocol. The quantum cryptography pro-
tocol and its security have been discussed in many articles [37-41, 47, 48]. Secondly,
Alice(Bob) starts security scoring and combines her(his) own real security score with
the blind matrix to get an encrypted score. Then Alice and Bob send their encrypted
scores on the quantum channel(four-qubit cluster state) by unitary operation. Finally, Trent
calculates the total score of the two by analyzing the final cluster state, and evaluates
the security level of the transaction to decide whether the transaction will be successful
or closed.

In this work, we first introduce the basic knowledge needed by the scoring scheme in
Section 2, including the introduction of the blind matrix and cluster state. After that, in
Section 3, the algorithm flow of this scheme is introduced systematically. In Section 4, the
security of the scheme is analyzed from three parts: internal attack, Trent attack, and external
attack. Finally, we summarize the whole system and discuss its extended application in
Section 5.

2 Basic Theory

2.1 Blind Matrix

The blind matrix is used to encrypt the score, which protects the scoring information of each
party from leaking. Its form is:

aj - (1)

nxn

Where the result of each line modulo (n + 1) is 0, that is (ij 1 Gi j> (modn+1) = 0.

This special restriction brings an extraordinary and useful characteristic. Suppose we have n
positive integers b; € Z*,j =1,2, ..., n,and the sum of them is less than n, set as s. That is,

5 = (Z?ZI bj) < n. Now we set a encrypted number b; = (b; + Y/, a;;) (mod n+1).
If we do not know the specific form of the blind matrix (1), we can hold that b j and b; can
not be deduced from each other, which means b; has been hidden when transmitting b -

Generate shared
blind matrix

Encrypted scores

Security
Level

Fig.2 Scoring algorithm flow chart
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However, if we compute the sum § = (2;21 l;,-) (mod n+ 1), we will find that § = s. That
is because

j> (mod n + 1)

“>
I
\/\
T
S

bj+ Za,j> (mod n + 1)i| (modn + 1)

it
S S

2
n n n
=X b;j](modn+1)+| > Zaij) (mod n + 1)
j=1 j=li=l
n n n
=X bj)(modn+ 1)+ > > aj)(modn+1)
j=1 i=1j=1
As ruled before,
n n
ajj | (modn+1)=0,s = Zbi <n. 3)
j=1 j=I
Then we get

Z = )

The sum of b; is calculated without knowmg each b;. This means that we can transmit
the encrypted number b; instead of the original number b;, but the receiver can still obtain

the sum of the original number s = <Z?=1 b J-) accurately. And in the whole process, the

receiver can not know the specific value of each b;. This feature will be of great help to our
following scheme construction [49].

2.2 Cluster State

The cluster state, as a common entangled state of n-particles, was first introduced by Bridgel
and Raussendorf [50]. Its general state can be expressed as:

1 n
=7 ®(|0),10Za""1 + 1))  notes : UZ"'H =1 5)
=1

When n > 3, the cluster state has some special properties of its own, such as better max-
imum relevance, durability, and discrimination. Due to its excellent particle properties, the
cluster state is widely used in the design of quantum blind signature protocols and quantum
secure direct communication protocols in recent years [24]. Its communication security has
been strictly proved in many articles [24, 51-64]. Furthermore, the cluster state is physi-
cally achievable. The specific preparation method has been described clearly in [65-69]. In
this paper, we choose the four-qubit cluster state as the initial state, that is, apply n = 4 to
the expression (5) and get the initial standard form as follows:

1
|C)1234 = E(IOOO(» +[0011) + [1100) — [1111))1234 (6)

In quantum computing, especially in the computing model of quantum circuit, a quantum
gate (or unitary operation) is a basic quantum circuit. Just like the common logic gate is
generally operated on one or two bits, the common quantum gates are also operated on one
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or two qubits [70]. In this paper, we mainly use four kinds of quantum gates: / gate, X gate,
Z gate, i Y gate. They can be defined as follows:

10)(0] + [1)(1]
0)(01 + [1)(1]
0) (1] = 11)(0]
10) (L] — 1){0l

I =
Z =
X =
iy =

If those unitary operations are operated on the second and fourth particles of the cluster
state respectively, we will get a new cluster state. For instance, do I or Z gate operation
on the second particle of (6), and do I or Z gate operation on the fourth particle. After
calculation, the new cluster state will appear, and only one of the following four situations
will appear.

1
IC1) =1 ®1|C>1234 =1 ®1[7(|0000> +10011) + [1100) — [1111))1234]

V2
1
= E(|0000) +10011) + [1100) — [1111))1234
1
1C2) =1 Q) ZIC) 1234 = 1®Z[72(|oooo> +10011) + [1100) — [1111))1234]
1
= quoom —10011) 4+ [1100) + |1111))1234

1
1C3) = ZQ) I1C)123a = Z®1[\ff2(|0000) +10011) + [1100) — [1111))1234]

1
— —(]0000) + [0011) — [1100) + |1111))1234

V2
1
ICa) = Z(&Q) ZIChz3s = Z Q) ZL75(10000) +[0011) + [1100) = [L111))123]
1
= —=(]0000) — |0011) — |1100) — 1111
ﬁ(l ) —10011) — [1100) — [1111))1234

Where the |0) and |1) is the result of Z-based measurement. Different operations will pro-
duce different and non-overlapping results. That is, unitary operation corresponds to the
final result one by one. It is easy to prove as above, if we can do 4 different unitary oper-
ations on the particles of four-qubit cluster state, there will be 16 different codes(shown in
Table 1).

3 The Algorithm Flow of the Scoring Scheme

As we stipulated in the introduction, the two scorers responsible for scoring are Alice and
Bob, and Trent is only responsible for statistics of the total score, which means he does not
score. Alice is the payee, she has a security score s; € {0, 1, 2}. Bob is the payer, he has
a security score s € {0, 1}. Our scoring scheme is divided into three parts: blind stage,
implementation stage, calculation stage.
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Table 1 Encoding rule

Unitary operation® Finial states after operation®

IQI |C1) =]0000) + [0011) + [1100) — [1111)
1Rz |C2) = |0000) — [0011) + [1100) + |1111)
ZQ1 |C3) =10000) + [0011) — |1100) + [1111)
ZQZ |C4) = |0000) —0011) — [1100) — |1111)
IQ®X |C5) =0001) + ]0010) + [1100) — |1110)
I1QRiY |C6) = 0001) —[0010) + [1101) + [1110)
ZQX |C7) =0001) +]0010) — [1101) + |1110)
ZRiY |C8) =0001) —]0010) — [1101) — |1110)
X1 |C9) =0100) — [0111) + [1000) — |1011)
XQZz |C10) = 0100) — [0111) 4 [1000) 4 [1011)
iYQRI |C11) =]0100) + [0111) — [1000) + |1011)
iYQRZ |C12) =]0100) — [0111) — [1000) — |1011)
X®X |C13) =]0101) 4+ |0110) 4 [1001) — |1010)
XQiY |C14) =]0101) — |0110) 4 [1001) — |1010)
iYQRX |C15) =10101) —[0110) — [1001) 4 |1010)
iYQiY |C16) =]0101) —[0110) — [1001) — |1010)

2The table describes the relationship of the transformed state and the unitary operation on the qubits 2 and 4
of cluster state |C) 234

The 16 final states are completely distinguishable by current physical technology

3.1 Blind Stage(shown in Fig. 3)

Trent pre-generates 3 random positive integers asp, aza, a3 as the third row of the 3 * 3
matrix, of which the sum ) ; aij are congruent modulo 4. That is, > jaij(mod 4) = 0.
Then Alice and Bob separately fill in the first and second row of the matrix according to the
same rule. We get the matrix as follows:

ai app a3
a| ay a; @)
as) az asz

Foreachi, j € {1, 2, 3}, the filler of the i-th row V; sends g;; to V; by quantum cryptog-
raphy protocol discussed in many papers [37-41, 47]. Now for every i € {1, 2, 3}, the filler
Vi knows exactly the i-th column ay;, ay;, as;. Then he computes the sum of i-th column
as the encrypted key @; = an:l i«

3.2 Implementation Stage

After completing the blind matrix above, Alice and Bob start scoring. The score of Alice
is 51 € {0, 1, 2}, and the score of Bob is s € {0, 1}. And they will score via doing unitary
operation on a four-qubit cluster state.(Shown in Fig. 4)

Before starting the score transmission, Trent prepares a four-qubit cluster state in
advance. Its initial form is:

|C1234) = (10000) + [0011) + [1100) — [1111))1234
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— 5 Alice

a1, a2, 413 Data
dn, a};} Transmission
1 T Blind Matrix
Bob

Data b @ ai, 4, an
Transmission R 4y, dyy, Az

2, asp
\T‘—l’ asi, az, asz

Trent

azy, asz, azs

&3, azp

Fig. 3 Generation of the blind matrix. Everyone in the scheme will prepare three numbers and start data
transmission. Numbers with the same color as the name are prepared by themselves, those with different
color are from others

Then Trent transmits the second and fourth particles to Alice and Bob respectively. Now,
both Alice and Bob have got a particle. They need to score by changing the state of the
particle. The scoring method adopted in this paper is to operate the quantum gate(unitary
operation) on each particle. Different scores correspond to different quantum gates uniquely,
and their corresponding relations are defined in Table 2.

In order to encrypt each person’s score, now Alice and Bob respectively add their original
score s; to the encrypted key d; obtained in the step of blind matrix generation, modulo 4,
finally get a encrypted score §; = (s; + d;)mod 4.

// \\
| Prepare é Trent Keep the last on hand Measure |
| |
I > I
|

| 1), 0©) Ic.) |
L OEEO Cee® |/

4

- . Convert*
- @‘3 Alice ~
4 ~
- f
i m Encrypted Unitary AN N
/ \_score _/ ) score operation \
! Blind Covert |
b ﬁ@ Bob Matrix y
\ - * ,
N V m Encrypted Unitary e
NS score score operation Pl
-

Fig.4 Scoring via doing unitary operation on four-qubit cluster state
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Table 2 Reference
Blind score 0 1 2 3

Unitary operators I X zZ iY

Alice and Bob do quantum gate operation corresponding to s; instead of s; on their own
particles, and pass the operated particles back to the Trent.

3.3 Calculation Stage

Trent receives the second and fourth particles operated. He measures the current state of
the four-qubit cluster state. There are 16 different states (shown in Table 1) corresponding
to different operations that Alice and Bob made. Combining Table 1 with the final four-
qubit cluster state in his hand, Trent can deduce the quantum gate operations did by Alice
and Bob, thus he can get the encrypted scores s; (i € 1,2). Then he adds s7, s> to the sum

of the first column of the blind matrix, and modulo 4 to calculate the final number § =
3
(81 4+ s2 + >_ aiz)mod 4. According to the proof of formula (2)(3)(4), we can demonstrate
i=1

that,

3
S=(s1+s+ Zai_g)mod 4
i=1

3 3 3
G1+Y an+s+Y an+ Y aizmod 4

i=1 i=1 i=1
=S5 +s=s

Which is the accurate sum of the real security scores of Alice and Bob. That is the number
Trent needs to know, so as to evaluate the security of transaction.

4 Security Analysis

In order to ensure the security of the transaction and the privacy of the users, our system
must guarantee the fairness, binding, untraceability, and resistance of the scoring scheme.
We will demonstrate it from three common attacks.

4.1 Internal Attack

In the process of scoring, the scorer should not be able to tamper the security score of
another, and after scoring, he should be responsible for his own score, and cannot deny his
own score. The following is an analysis from two aspects: tampering crisis and denying
crisis.

4.1.1 Tampering Crisis

Suppose Alice intends to tamper the score of Bob during the scoring process, in the whole
scoring process, Alice can only contact the second particle of the cluster state, but she is
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impossible to contact the fourth particle, so Alice can never know or tamper Bob’s score.
Assuming Bob intents to tamper, Alice’s score can get the same level of security guarantee.

4.1.2 Denying Crisis

Assuming that Alice intends to deny her score after finishing the scoring process, in this
case, Bob can make a query to Trent and inform Trent of the value of his own blind matrix.
At this point, Trent already knows all the exact values of the second and third column and
row of the blind matrix. Set the number unknown as x, we get the matrix:
X1 a2 a3
az1 axp a3 @)
as| asy asz
Combined with the definition (3), we take n = 3 and get that the sum of each row of the
blind matrix is a multiple of 4. That is

xi+ap+an =4k kezt
x) =4k —apn — a3 )

We assume the real score of Alice is sy, and the encrypted score is s;. That is 5] =

n n
(s1 + x1 + a1 + az)mod 4. Apply the expression (9) to it, and add (> aj2 + Y_ a;3) on
i=1 i=1
both sides of the equation, we get

51 = [s1 + (4k — a2 — a13) + ax +azlmod 4

n n n n
Zdiz + Zaia + 81 = (51 —an — a3 +ax +az))mod 4 + Zazz + Zam
i=1 i=1 i=1 i=1

3 3
=s1+) aj+y a3 —4ttez (10)
j=1 j=1
3
Since knowing that () a; j)mod 4 = 0, we can calculate the expression (10) to get
j=l1

n n n n
(X" ain + > ai3 + s1)mod 4 = 5. Trent already knows ) _ a; and ) a;3 from (8). And
i=1 i=1 i=1 i=1
he can deduce s7 from the final cluster state using Table 1 and Table 2. Undoubtedly, Trent
can know what the security score s; of Alice is. If Bob wants to deny, Alice can do the same

to guarantee her rights.
4.2 Trent Attack

In order to protect the rights and interests of the two parties to the transaction, Trent can
only know the sum of the scores, but not the separate score of the two. We suppose that
Trent wants to parse the second particles returned from Alice to get her real security score.
Although Trent can deduce the encrypted score of Alice, set as s7. Due to the existence of
the blind matrix, the quantum gate information attached to the second particle obtained by
Trent is encrypted, not directly corresponding to the score, that is §] # s1. And we know
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3
that 51 = (s1 + )_ a;1)mod 4. Where ai1, a1, az; are the first column of the blind matrix
(7). If he wants tlo rleverse the evaluation, he must know all the number a11, az1, az; exactly.
However, a1, a1 were filled by Alice and Bob separately and randomly. And they are not
transmitted during the whole scoring process. So it is impossible for Trent to deduce the
number a1, az; by himself.

To improve and perfect our theory, we need to prove that even if Trent uses information
theory methods for cryptanalysis, it can be prevented as well [71]. That means Trent shall
have no way to infer Alice’s score s; by analyzing the probability distribution of 57, set as
P(s1). Since Trent knows exactly a3;, what he needs to analyze is the probability distribu-
tion of X = (a1 + a1 + s1)mod 4, set as P(X). Because a11, a1 are randomly filled in
by Alice and Bob respectively, and the score of Alice is random. Therefore,

P(aj1 =0)=P(a;1=1) = P(aj1 =2) = P(a1 =3) =

F NN

P(az1 =0) = P(az1 = 1) = P(ag1 =2) = P(az1 =3) =

1
P(s1=0) = P(si=1)=P(s1=2) = 3

As we know, a1, az1, s1 is independent of each other, so we can calculate the probability
distribution of X now.

PX=0lsi=0)=PX=1si=0)=P(X =2|s1 =0) = P(X = 3|51 =0) =
PX=0si=D)=PX=1lsi=)=PX=2[si=)=PX=3ls1=1) =

PX=0lsi=2)=P(X =1s1=2) = P(X =2|s1 =2) = P(X =3|s1 =2) =

Bl— Bl— B =

That is P(X|s; = 0) = P(X|s1 = 1) = P(X|s; = 2), which prevents Trent from
inferring the real security score s1 of Alice by analyzing the probability distribution of X. If
Trent is curious of the score of Bob, he will get nothing meaningful as well. For example,
we suppose that Alice’s security score is s; = 1, and Bob’s security score is so = 0. And the
form of the blind matrix is as follows.

—_— N O
NN W

1
0
1

We calculate the encrypted scores s = (1 +0+ 2+ 1)mod 4 =0, = (0+3+2+
2)mod 4 = 3, which are related to the unitary operations made on the particles and can be
deduced from Trent. Now we assume that Trent wants to get real security score of Alice
and Bob using his known data. All the information that Trent knows without outer help are
51 =0, s = 3 and a partially known matrix as follows:

x1 xp 1
x3 x4 0
1 21
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Where the numbers x1, x3, x3, x4 are unknown. Considering that the sum of each row mod-
ulo 4 is 0, there are 16 non-repeating possible scenarios. In one case, Trent assumes that
x1 = 3,x = 0,x3 = 1,x4 = 3, and calculates that the real security score of Alice is
s1 = (51 —x1 —x3 — Dmod 4 = (0—3 —1— 1)mod 4 = 2, the score of Bob is
52 = (S5 —xp—x4—2)mod 4 = (3—0—3—2)mod 4 = 2. Do as the same, we get Table 3.

Considering the real score can not be 3, Trent aborts the results having s; = 3 or s = 3.
After that, Trent has a % probability of getting the correct answer(s; = 1, s = 0), and has a
% probability of getting the wrong answer. This probability is not enough to help Trent get
the real score of Alice and Bob, which means the real security scores are hidden successfully
and Trent has no way to get them.

4.3 External Attack

If an eavesdropper wants to know or tampers with the score, then our system should be safe
enough to resist it. Without loss of generality, we only discuss the case of the attack on
Alice. And the case of the attack on Bob can be demonstrated in the same way.

In one case, the eavesdropper intercepted the second particle in the transmission pro-
cess and wanted to tamper the score it carried. He attempts to extract the information in the
second particle and forge a particle transmission with false information. Then, due to the
characteristics of the cluster state, once the second particles were detected, and the untrans-
mitted particles(first and third particles of the four-qubit cluster states) on Trent’s hand
would collapse, so that Trent could know that it was eavesdropped, thereby avoiding infor-
mation leakage. In another case, the eavesdropper wants to parse Alice’s score information
directly from the second particle. Since the number a1; in the blind matrix(used to encrypt
the score) was filled in by Alice randomly. And aj; is not transmitted during the process.
It is impossible for the eavesdropper to know the encryption key on the particle, so he can
not complete the analysis. In summary, in the process of particle transmission, security is
greatly guaranteed, and it is impossible for eavesdroppers to destroy or crack this scoring
process.

Table 3 All decryption possibilities®

X1 X2 X3 X4 S1 52 X1 X2 X3 X4 51 52
1 2 1 3 1 0 3 0 1 3 3 2
1 2 2 2 0 1 3 0 2 2 2 3
1 2 3 1 3 2 3 0 3 1 1 0
1 2 4 0 2 3 3 0 4 0 0 1
2 1 1 3 0 1 0 3 1 3 2 3
2 1 2 2 3 2 0 3 2 2 1 0
2 1 3 1 2 3 0 3 3 1 0 1
2 1 4 0 1 0 0 3 4 0 3 2

4When x, > 3, modulo 4 and apply the new X, = (x, mod 4) < 3 to find the result. Due to the special row
rule that the sum of each row modulo 4 is 0, we can think that the result of querying with X}, is the same as
using x,.(n € {1, 2,3,4})
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Fig.5 Expanding to more transactions

5 Conclusion and Future Work

This paper proposes an E-payment security evaluation system based on quantum blind com-
puting for evaluating security of network transactions. The complete evaluation algorithm
flow of one transaction has been clearly described. Its correctness and security have been
thoroughly analyzed in the paper. If we want to extend it to the N transactions, we only need
Trent(the third-party trading platform) to prepare n four-qubit cluster states in advance and
organize scoring in each transaction in the same process. Shown in Fig. 5, each transaction
has the same Trent and two participants, which is the same as the simplest algorithm. After
each group finishes scoring, Trent adds all the scores up, and to decide whether to con-
tinue trading or not. Our system can protect the privacy of each person in transaction to the
greatest extent, and it can be realized physically by the current technology.

Furthermore, our evaluation system can be applied to more situations, such as teacher-
student mutual assessment system, blind voting system, inequality scoring system and so
on. As long as the assumptions given in this article are met, the security of the systems and
the privacy of participants can be greatly guaranteed. However, there are still some imper-
fections in our system. For example, its best application is for transactions involving large
amounts of money and those transactions that are not in a hurry. Because the entire security
scoring process requires a complete quantum channel transmission, it cannot perfectly fit
the daily short and flat trading rhythm.

In the future, we will focus on implementing the cluster state transmission [67, 72—74] to
make our evaluation system come true. And on the basis of ensuring security, more efficient
and convenient scoring methods will be explored [75-78]. Hyperentanglement has been
widely studied in the past years. Photons possess several DOFs, such as polarization, spatial
mode, time bin, frequency, and orbital angular momentum (OAM), and each DOF can be
manipulated independently. In particular, photonic hyperentanglement [79], which involves
photons simultaneously entangled in several DOFs, and can be completely analyzed by
many schemes [§0-82]. Hyperentanglement to achieve scoring system may be one of our
future directions.
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